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DETAILED ACTION 

1 . This action is in response of the original filing of February 22 nd , 2004. Claims 1 - 
13 are pending and have been considered below. 



Claim Objections 

2. Claim 1 is objected to because of the following informalities: claim 1 recalls a 
method without specifying the steps involved in a proper us format method. Appropriate 
correction is required. 

3. Claim 2 is objected to because of the following informalities the examiner notes 
the use of acronyms (e.g. OTP, etc.) throughout the specification without first including 
a description in plain text, as required. Appropriate correction is required. 

4. Claims 2-7 are objected to because of the following informalities: the claims 
recalls to a process claim; Independent claim 1 recalls to a method claim; Applicant 
needs to be consistent with the terminology used in the independent and dependent 
claims. Appropriate correction is required. 

5. Claims 5-7 and 1 3 are objected to under 37 CFR 1 .75(c) as being in improper 
form because a multiple dependent claims 3 and 12. See MPEP § 608.01 (n). 
Accordingly, the claims 5-7 and 13 not been further treated on the merits. However, for 
examination purpose only the examiner will interpret claim 5 as depending on claim 3 
therefore will examine claims 5-7. 
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6. Claim 8 is objected to because of the following informalities: the claim recites the 
limitation of "control device', the examiner suggests "a control device". Appropriate 
correction is required. 

7. Claim 1 1 is objected to because of the following informalities: claim 1 1 recites 
the limitations of "the control device as claimed in one of claims 1 0" it is unclear to the 
examiner what applicant is trying to claim. For examination purpose only claim 12 will 
be treated as depending of claim 10. Appropriate correction is required. 

8. Claim 12 is objected to because of the following informalities: claim 12 recites 
the limitations of "the control device as claimed in one of claims 1 0" it is unclear to the 
examiner what applicant is trying to claim. For examination purpose only claim 12 will 
be treated as depending of claim 10. Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

10. Claims 1, 2, 8 and 9 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Terada et al (US 6,505,280). 

.Claims 1 and 8. Terada et al discloses a method and a control for protecting at 
least one motor vehicle component against manipulation in a control device 
comprising at least one microcomputer (uC) {Fig.1, item 30) and at least one 
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original memory module (2, 3) (Fig. 1), characterized in that the microcomputer 
(uC) reads out and stores one specific original identifier (ID) of at least one 
memory module (2, 3) from the memory module (2, 3)(selfheld ID stored in the 
mask ROM)(column 11, lines 19-27). 

Claims 2 and 9. Terada et al discloses a method and a control for protecting at 
least one motor vehicle component against manipulation in a control device as in 
claims 1 and 8 above, and further discloses wherein at least one identifier (ID) is 
stored in an (OTP) area (1 1 ) (herein refers as ROM) of the microcomputer (uC), 
which area is writable only once (Column 11, lines 20-45). 



Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 3-6 and 1 0-1 2 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Terada et al (US 6,505,280) in view of Hirota et a I (US 7,062,652). 

Claims 3/1, 3/2, 10/8 and 10/9. Terada et a I discloses a method and a control for 
protecting at least one motor vehicle component against manipulation in a control 
device as in claims 1 and 8 above, but does indicate wherein the identifiers (ID) 
stored in the microcomputer (uC) are used at least in part for authentication of 
the memory modules (2, 3). However, Hirota et al discloses a semiconductor 
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memory, which further discloses wherein the identifiers (ID) stored in the 
microcomputer (uC) are used at least in part for authentication of the memory 
modules (2, 3)(the player 201 encrypts the device ID 1302 using the master key 
1301, and sends the encrypted device ID 1302 to the memory card 109. (2) The 
memory card 109 decrypts the received encrypted device ID 1302 using the 
master key 323a, and checks whether the obtained device ID 1302 has already 
been stored in the device ID group storage area 1310. (3) When it is judged that 
the device ID 1302 has already been stored, the memory card 109 notifies the 
player 201 that the authentication has been affirmative) (column 24, line 60 to 
column 25, lines 25) Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify the teaching 
of Terada et al such to include an authentication unit. One would have been 
motivated to do so in order to protect the content of the memory device as taught 
by Hirota et al (column 1 , lines 1 5-21 ). 

Claims 4/3/1, 4/3/2, 11 and 12: Terada et a I discloses a method and a control for 
protecting at least one motor vehicle component against manipulation in a control 
device as in claims 1 and 10 above, but does indicate wherein the identifiers (ID) 
stored in the microcomputer (uC) are used at least in part for authentication of 
the memory modules (2, 3). However, Hirota et a I discloses a semiconductor 
memory, which further discloses wherein authentication is effected by 
comparison of the original identifier with the current identifier (the player 201 
encrypts the device ID 1302 using the master key 1301, and sends the encrypted 
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device ID 1302 to the memory card 109. (2) The memory card 109 decrypts the 
received encrypted device ID 1302 using the master key 323a, and checks 
whether the obtained device ID 1302 has already been stored in the device ID 
group storage area 1310. (3) When it is judged that the device ID 1302 has 
already been stored, the memory card 109 notifies the player 201 that the 
authentication has been affirmative) (column 24, line 60 to column 25, lines 25) 
Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify the teaching of Terada et al such to 
include an authentication unit. One would have been motivated to do so in order 
to protect the content of the memory device as taught by Hirota et al (column 1 , 
lines 15-21). 

Claim 5:: Terada et al discloses a method for protecting at least one motor 
vehicle component against manipulation in a control device as in claim 1 above, 
but does indicate wherein authentication is effected by the encryption of data or 
programs, the key containing at least one part of one of the original identifiers 
(ID). However, Hirota et al discloses a semiconductor memory card, which 
further discloses wherein authentication is effected by the encryption of data or 
programs, the key containing at least one part of one of the original identifiers 
(ID)(column 15, lines 10-45). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to modify the 
teaching of Terada et al such to include an authentication unit. One would have 
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been motivated to do so in order to protect the content of the memory device as 
taught by Hirota et al (column 1 , lines 1 5-21 ). 

Claim 6:. Terada et al discloses a method for protecting at least one motor 
vehicle component against manipulation in a control device as in claim 1 above, 
but does indicate wherein data, which are stored in one memory module (2, 3) 
are encrypted by a key which comprises at least one of the original identifiers 
(ID) and said data are stored encrypted in one of the memory modules (2, 3). 
However, Hirota et al discloses a semiconductor memory card, which further 
discloses wherein data, which are stored in one memory module (2, 3) are 
encrypted by a key which comprises at least one of the original identifiers (ID) 
and said data are stored encrypted in one of the memory modules (2, 3)(column 
15, lines 10-45). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify the teaching of 
Terada et al such to include an authentication unit. One would have been 
motivated to do so in order to protect the content of the memory device as taught 
by Hirota et al (column 1 , lines 1 5-21 ). 



13. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Terada 

etal (US 6,505,280) in view of Goldstein (US 6,934,860). 

Claim 7: Terada et al discloses a method for protecting at least one motor vehicle 
component against manipulation in a control device as in claim 1 above, but does 
explicitly discloses wherein the data and programs which are stored encrypted in 
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the memory module (2) comprise at least one fingerprint. However, Goldstein et 
al discloses a method of manufacture for knowledge based password, which 
further discloses The process as claimed in claim 6, wherein the data and 
programs which are stored encrypted in the memory module (2) comprise at 
least one fingerprint(column 16, lines 58-67). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to modify the teaching of Terada et al such to include a fingerprint. One would 
have been motivated to do so in order to prevent unauthorized access to 
computers and other systems as taught by Hirota et al (column 1 , lines 7-1 5). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1685. The examiner can normally be reached Monday through Thursday from 7:00 
a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 
number for Formal or Official faxes to Technology Center 2100 is (571 ) 273-8300. Draft 
or Informal faxes, which will not be entered in the application, may be submitted directly 
to the examiner at (571) 270-2685. 
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Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number ' 
(571)272-2100. 



FT 

Friday, March 28, 2008 



/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2136 



